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Intended audience

This guide is intended to assist students and staff in registering an android device for connectivity to
the campus wifi network namely “Eduroam”.

Disclaimer

The steps in this guide are intended to assist users as best as possible who are using Windows 10
devices. The steps may differ slightly among older versions of Windows which may affect the
accuracy of this guide. In such instances you may apply logical judgement where possible in selecting
the relevant settings and if you are still unable to successfully register your device then contact IT at
help@sun.ac.za and log a request to be assisted further.
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Getting your device registered and connected to
eduroam

Step 1: From your Desktop, right click the wireless icon from the system tray as shown below = Click
Open Network & Internet settings.

0805 E
‘_:D

2021/12/09

Troubleshoot problems
Open Network & Internet settings

L A=) B

Us  2021/12/09
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Step 2: Select WiFi from the left pane = Ensure that the “Use random hardware address feature is
off as shown below.

Status

Find a setting | Network status Have a question?
Get help

g @ Make Windows better

Give us feedback

Not connected
You aren’t connected to any networks.

Show available networks
Change your network settings

@ Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.
View your network properties

Windows Firewall

Network and Sharing Center

Network reset

Wi-Fi

Wi-Fi Related settings

O o Change adapter options
n

Show available networks Change advanced sharing options

Hardware properties Network and Sharing Center

Manage known networks Windows Firewall

Random hardware addresses :
Have a question?

Use random hardware addresses to make it harder for people to Get help

track your location when you connect to different Wi-Fi networks.

This setting applies to new connections.

Make Windows better

Use random hardware addresses Give us feedback

@D off

Hotspot 2.0 networks

Hotspot 2.0 networks might be available in certain public places, like
airports, hotels, and cafes.

Let me use Online Sign-Up to get connected
@D or

When this is turned on, you can see a list of network providers for
Online Sign-Up after you choose a Hotspot 2.0 network.
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Step 3: Click Show available networks from the middle pane - Look for RegisterMe in the list of
available wireless networks = Click on RegisterMe - Click on Connect

Settings o

@ Home Wi-Fi

[ Find a setting o wi-Fi Related settings
- Change adapter options
@ o
Network & Internet
Show available networks
fortiss|
B status Hardware properties
I % Wi-Fi Manage known networks
Cellular
Cellular Random hardware addresses Turned

Use random hardware addresses to make it harder for people to
track your location when you connect to different Wi-Fi networks. eduroam1
This setting applies to new connections. Secured

il
%3 Ethernet

-

Dial-up
Use random hardware addresses
eduroamdev

%@ VPN @ of : i

5 Airplane mode

-~

N

eduroam
Hotspot 2.0 networks ecured
) Mobile hotspot " 8 2 g 1 "
Hotspot 2.0 networks might be available in certain public places, like

airports, hotels, and cafes. Macserver’s iMac

N

(@ Data usage

Let me use Online Sign-Up to get connected
St @ or

When this is turned on, you can see a list of network providers for
Online Sign-Up after you choose a Hotspot 2.0 network. Airplane
mode Cellular

Settings -

@ Home Wi-Fi

Find a setting P I Wi-Fi Related settings
Change adapter options
@D on

Network & Internet
Show available networks

B Sstatus Hardware properties
I 7 WiFi Manage known networks
Cellular Random hardware addresses

Use random hardware addresses to make it harder for people to
track your location when you connect to different Wi-Fi networks. Clickers
This setting applies to new connections. .

all
%3 Ethernet

pen
Dial-up

Use random hardware addresses RegisterMe!

o VPN @D of ° Open

Other people might be able to see info you
send over this network

g Airplane mode
Hotspot 2.0 networks
) Mobile hotspot . ) ) ) . ) D Connect automatically
Hotspot 2.0 networks might be available in certain public places, like
airports, hotels, and cafes.

C t
(B Data usage s

Let me use Online Sign-Up to get connected

@ Proxy @ off

When this is turned on, you can see a list of network providers for
Online Sign-Up after you choose a Hotspot 2.0 network.
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Step 4: Once your device connects to RegisterMe! a web page will automatically open in your default
browser and you should be presented with a login screen. Enter your username and password =
Click Sign in = At the next screen click Don’t Save if you are asked to save the credentials 2 Select
your preferred language

+ New Tab
¢ € jle or ent
#) Getting Started Service Desk M Stellenbosch Universit... [] Nagios: mrtgsunacza KW MAC Finder [l Sun- HR #80 WAP Management K User Administration @) e-Sight HPE® Official Site @) MyExams » [ Other Bookmarks

| © You mustlog in to this network before you can access the Intemnet. Open network login page X
@ registerme.sun.ac.za
This site is asking you to sign in.
Username
{

Password

& SUN BYOD /VLAN Self Service X +

c 08eo o

£ Getting Started Service Desk A Stellenbosch Universit... [X] Nagios: mrtgsunacza K# MAC Finder [l sun- HR #80 WAP Management K User Administration @) e-Sight == HPE® Official Site @) MyExams » [ Other Bookmarks

| © You must log in to this network before you can access the Internet Open network login page X

Gaan voort in Afrikaans

Proceed in English
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Step 5: Click the icon of the detective 2 A window will appear prompting for a file download = Click
on Save file

S ...

|Welcome Mr MJ Pillay (23136928)
No Cost
IMAC address 3c:6a:a7:48:36:81

[You have registered 346 1P address(es)

[Determining Windows Version To be confirmed
[Determining Antivirus Version To be confirmed
(Checking WSUS Configuration To be confirmed
Set WSUS registry settings To be confirmed
(Checking if Windaws Updates are up to date|To be

Opening 3c63a7483681-byod exe
You har

Il 3c6aa7483681-byod.exe

Step 6: Take note of the download location shown in the address bar and then click Save

- > This PC * Downloads

~ ||| Search Downloads p]

New folder

desand h ™ Name

cts

nts

ids

sk (C)
sasie (G3)
pillay (s

aare for S

<
Date modified Type Si:

No items match your search.

name: | 3cbaa7483681-byod.exe

s type: |exe File (*.exe)

Save Cancel
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Step 7: Once the download has completed, go to the location where you saved the file and double
click to run it (MINIMIZE your open webpage DO NOT close it at this point) = In the Smartscreen
window that appears click Run.

New item ~ | Open Select all
% 2| Bon
25 47 Easy access ~ Edit Select none
Move Copy Delete Rename  New Properties
to to - folder o @ History 7 Invert selection
Organize New Open Select
v O  searchDo. R
Name Date modified Type Size
‘g 3c6aar483681-byod.exe 2021/12/09 08:32 Application 130 KB
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tion Tools
+ 2 X =f
love Copy Delete Rename
[ to~ b
Organize
Name

% 3c62a7483681-byod.exe

New
folder

) New item ~

1] Easy access -

[ Open ~

hd

Properties

Edit
i History

Open

FH setect all
Select none
7 Invert selection

Select

SmartScreen can't be reached right
now

Check your Internet connection. Windows Defender SmartScreen is
chable and can't help you decide if this app is o

Publisher: Unknown Publisher

App:

3c6aa7483681-byod.exe

v O searchDo. P

Size

130 KB

Step 8: Click Yes in the widow that appears as shown below = Wait a few moments while checks are

done.
nage Downloads
tion Tools
e« X =
love Copy Delete Rename
ov  to~ o
Organize
Name

2 3c62a7483681-byod exe
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New
folder

T3 New item = [ Open ~
£ New item pen
hd
47 Easy access ~ Edit
Properties
. g History
New Open

FH setect all
Select none
7 Invert selection

Select

Date modified

2021/12/09 08:32

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your

device?

3c6aa7483681-byod.exe

Publisher: Unknown

File origin: Hard drive on this computer

Show more details

Yes

Type

Application

v O | SearchDo.. R
Size

130 KB



Step 9: Once the checks are done the below window will appear =. Click OK = At the next window

that appears click OK again.

anage
stion Tools
T3] New item = ] -
4B x -I ew ite [ Open
4] Easy access - Edi
Miove Copy Delete Rename  New Properties
0r  tor - folder - lpHisory
Organize New Open
Name
) 3c6aar483681-byod.exe
ge Downloads
n Tools
= HF) New item - [ Open ~
LB X=p a2 =
1] Easy access ~ Edit
e Copy Delete Rename  New Properties
to~ © folder ©
Organize New Open
Name

7] 3c62a7483681-byod.exe

FH select an

Select none

1 Invert selection

Select

H select all

Select none

@History [ Invert selection

Select

Date madified Type
2021/12/0908:32  Application
Date modified Type

2021/12/09 08:32

Script has completed successfully. Watch the webpage for the results

of your scan
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Size

130 KB

v O  SearchDo. A

v O | Search Do..

130 KB



Step 10: Maximise the webpage you were on earlier = Tick the checkbox = Click Confirm

M sun-vr W

the Intemnet

OJIIIOHI‘I‘I

Na Cost

MAC address 3c:6a:a7:48:36:81

You have registered 346 IP address(es)

Determining Windows Version

Determining Antivirus Version

Checking WSUS Configuration

Set WSUS registry settings

Checking if Windows Updates are up to date

|Although nof critical, you have more than 1 antivirus installed. This will slow down your computer

These conditions, as included in this document, have to be read with and are subject to the Electronic C Policy (ECP) of

there be any requests or enquiries it can be addressed to the ICT Helpdesk at help@sun.ac.za.

h University available here. Should

I hereby accept the terms and conditions of the ECB of Stellenbosch University

m] Confis
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Step 11: Click the Device Type combo box - Select the option that applies to you.

+ SUN BYOD / VLAN Self Service X +

o8 sun.ac:

g Started : sk [ Stellenbosch Universit... [X] Nagios: mrt cFinder [l Sun-HR 58 WAP Management K User Admin ial Site s her Bookmarks

X

u must log in to this network before you can access the Intemet. Open network log;

B ...
03:05

No Cost

MAC address 3c:6
You have registered 346 IP address(es)
Device Type Kies [ Choose v

27:48:36:81

Serial Number o Click here if your device does not have a serial number

Cellular or other contact number

Choose your location Gebou? / Building? v

& SUN BYOD / VLAN Self Service X

sun.a
h Universit... ] Nagios: mr M H sun- HR {8 WAP Management 1 U @ e-Sight HPE® e @ Mybxams » (3 Other Bookmarks

X

ccessthe Intenet.  Open network log

MAC address 3c:
You have registered 346 TP address(es)

Device Type ‘ Kies [ Choose

Serial Number ‘ Kies / Choose lick here if your device does not have a serial number

Cellular or other contact number ‘ Console

Choose your location ‘ Desktop Windows
Laptop Windows
Other

Phone Windows

Tablet Windows
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Step 12: Enter the serial number of your device if available or if not then click the button below it to
automatically populate this field. It will automatically populate with your US number, if you choose
to use this option then append a few digits to the end to avoid any conflicts should you be
registering multiple devices eg. Append a 00 for your first device then a 01 for your next device and

so forth.

& SUN BYOD / VLAN Self Service %

S J
03:05

No Cost
MAC address 3c:6a:a7:48:36:81

You have registered 346 IP address(es)
Device Type Laptop Windows v
I Serial Number 0 | Click here If your device does not have a serial number \I

(Cellular or other contact number
Choose your location Gebou? / Building? v

Step 13: Enter contact number

& SUN BYOD / VLAN Self Service %+

08

Service Desk 8 Stellenbosch Universi vocza {8 MAC Finder [ Sun-HR 8 WaP Managemen

| @ vou must log in to this network before you can access the Intemet. Open network lagin page

> [ other

b

HPE® Official Ste @) Myxarms

B ...
03:05

'Welcome Mr M.J Pillay (23136928)

No Cost

MAC address 3c:6a:a7:48:36:81
You have registered 346 IP address(es)

Device Type Laptop Windows v

Serial Number 8PP7QQ2 Click here if your device does not have a serial number
(Cellular or other contact number 0218084367‘

Choose your location Gebou? / Building? v
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Step 14: Select your building and room

& SUN BYOD / VLAN Self Service X

Sun.ac.za, P

osk AN - Ene -7a M MAC Finder [ Sun- HR 58 wap et R0 User Admin o I Site (@) MyFxams » [ Other Bookn

@ vou must log in to this network before you can access the Intemet. Open network login page

B(ill roam

03:05

MAC address 3c:6a:a7:48:36:81

[You have registered 346 IP address(es)

Device Type Laptop Windows v

Serial Number 8PP7QQ2 Click here If your device does not have a serial number
Cellular or other confact number 0218084367 ]

[Choose your location L Gebou? / Building? v |

sul

ice Desk H Stellenbosch Univ ] Nagios: mrgsunacza 10 MAC Finder [l Sun- HR 18 wal gement R User Administration () HPE® Official

| @ Voumust log in to this network befare you can access the Intemet.  Open network login page
HUISHOUDKUNDE(LOMBARDI)

HUIS MARAIS

HUIS MCDONALD BLOK A : HAMMANSHANDWEG

.
HUIS MCDONALD BLOK B : HAMMANSHANDWEG
eduroam
HUIS MCDONALD BLOK C : HAMMANSHANDWEG

0 3 - 0 5 HUIS MCDONALD BLOK D : HAMMANSHANDWEG
[ ] HUIS MCDONALD BLOK E : HAMMANSHANDWEG

- 2 K F : HAMM

Welcome Mr MJ Plllay (23136928) HUIS MCDONALD BLOK F : HAMMANSHANDWEG

= HUIS NEETHLING

[No Cost

[MAC address 3c:6a:a7:48:36:81 HUIS RUSSEL BOTMAN - NUWE GENERASIE

[You have registered 346 IP address(es) HUIS TEN BOSCH

Device Type HUIS VISSER

Serial Number IMPLEMENTESTOOR, COETZENBURG

\Cellular or other contact number INFORMATION AND COMMUNICATION TECHNOLOGY BUILDING
[Choose your location INFORMATION AND COMMUNICATION TECHNOLOGY BUILDING v
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Step 15: Select your room by clicking on the combo box outlined in red below

&+ SUN BYC

Sun.ac.za,

2 # MAC Finder [l sun- HR B0 wap

K login page

B(ill roam

03:05

No Cost
MAC address 3c:6a:a7:48:36:81
[You have registered 346 IP address(es)

Device Type Laptop Windows v

Serial Number 8PP7QQ2 Click here If your device does not have a serial number
Cellular or other confact number 0218084367

Choose your location INFORMATION AND COMMUNICATION TECHNOLOGY BUILDING v

Choose your room Kamer? / Room? v | I

Step 16: Supply a hostname for your device and then click Register Me!

SUN.ac.za,

[ nagios: mitgsunacza i MAC Finder [l Sun- HR 10 WAP Manageme: ser A istration @ e-Sight Site er Bookmarks

network login pag X

eciuroam

03:.05

[No Cost
MAC address 3c:6a:a7:

8:36:81

[You have registered 346 IP address(es)

Device Type Laptop Windows

Serial Number 8PP7QQ2 Click here if your device does not have a serial number

Cellular or other contact number 0218084367

Choose your location INFORMATION AND COMMUNICATION TECHNOLOGY BUILDING v
“hogse vour room 2000 v

Kupply a hostuame for your device, starting with a letter and consisting only of letters, digits and hyphens||ict482331] ]

I Register Me! I
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Step 17: Wait a few moments, it will look as though nothing is happening, this is normal. Just wait for

the new window to open.

* SUN BYOD /VLAN S

< x

€) Getting Started S

[ ] g in to t twork before you can a

el:iuroam

03:05

'Welcome Mr MJ Pillay (23136928)

No Cost

IMAC address 3c:6a:a7:48:36:81

[You have registered 346 TP address(es)

n- HR 78 WAP Manag

|[ Laptop Windows v

Device Type
Serial Number 8PP7QQ2 Click here if your device does not have a serial number
(Cellular or other contact number 0218084367

(Choose your location

INFORMATION AND COMMUNICATION TECHNOLOGY BUILDING v

(Choose your room

| 2000 v

Supply a hostname for your device, starting with a letter and consisting only of letters, digits and hyphens| ‘ ict482331

Step 18: You will be auto directed to the below window = Click on Eduroam Configuration Assistant

Tool underlined in red.

Sun.ac.za,

osch Uni

ou can a

MAC address 3¢ :48:36:81

You have registered 346 TP address(es)

Device Type
Serial Number

Cellular or other contact number

Laptop Windows  ~
BPP7QO2 Click here if your device does not have a serial number
0218084367

Choose your location

INFORMATION AND COMMUNICATION TECHNOLOGY BUILDING ~ ~

|f‘hnuw your room

2000 hd

prph- a hostname for your device, starting with a letter and consisting only of letters, digits and hyphens

ict482331

Your device was registered successfully

* Download the Eduroam CAT at Eduroam Configuration Assistant Tool

* Forget the eduroam network

* Connect to eduroam in order to use the network.
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* Execute the downloaded CAT to properly configure your device for eduroam access to Stellenbosch University
* Instructions for using the CAT are available here: Windows, Android, OSX, I0S




Step 19: A webpage will open up as shown below. Click the MS Windows 10,11 button

ment K User Admin

Start page About Language Help Manage Terms of use

ecluroam

Configuration Assistant Tool

select anotl

Stellenbosch University

If you encounter problems, then you can obtain direct assistance from your organisation at:
WWW: http://infoteg.sun.ac.za/netcon/eduroam.htm

email: help@sun.ac.za

This entry was last updated at: 2021-05-03 13:49:16

Py Download your edurcam@® installer
A MS Windows 10, 11

Choose another installer to download

7TENET B

eduroam CAT - Release CAT-2 ©2011-2019 GEANT Association

E’ - - European Commission Communications Networks
on behalf of the GEANT Prajects funded by EU; and others Full Copyright and GEANT

Step 20: Click Save file

c o= eduroam.org
) Getting Start ] h Uni N cza W0 -

the Intemnet.

eduroam =

Configuration Assistant Tool

select another

If you encounter problems, then you can obtain direct assistance from your organisation at:

WWW: htt

nfoteg.sun.ac.za/netcon/eduroam.htm

email: help@sun.ac.za

This entry was last updated at: 2021-05-03 13:49:16

Welcome aboard the eduroam® user community!
Your download will start shortly. In case of problem:

Dear user from Stellenbosch University,

we would like to warmly welcome you among the several million users of eduroam®! From now on, you will be able to use internet access resources on
thousands of universities, research centres and other places all over the globe. All of this completely free of charge!

Now that you have downloaded and installed a client configurator, all you need to do s find an eduroam® hatspot in your vicinity and enter your user
credentials (this is our fancy name for ‘username and passward’ or personal certificate’) - and be anline!

Should you have any problems using this service, please always contact the helpdesk of Stellenbosch University. They will diagnose the problem and
help you out. You can reach them via the means shown above.

Back to downloads
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Step 21: Take note of the location where you are saving and click Save

| This PC > Downloads v c,i Search Downloads
lder
INA Name Date modified Type ) @ e-sight HPE® Official Site @) MyExams
$5) 30622748368 1-byod exe 2021/12/09 08:32 Application
select another

i)
&
S

v < >
eduroam-W10-Stellenbosch_University.exe ~
exe File (*exe) ~

Save Cancel

1e would like to warmly welcome you among the several million users of eduroam®! From now on, you will be able to use internet access resources on
wousands of universities, research centres and other places all over the globe. All of this completely free of charge!

low that you have downloaded and installed a client configurator, all you need to do is find an eduroam® hotspot in your vicinity and enter your user
redentials (this is our fancy name for 'username and password' or 'personal certificate') - and be online!

hould you have any problems using this service, please always contact the helpdesk of Stellenbosch University. They will diagnose the problem and
elp you out. You can reach them via the means shown above.

ack to downloads

Step 22: Once the download is complete, go to the location where you saved the file and double
click to run the application.

O 8 eduroam.org =

e Desk R nbosch Uni ] Nagios: mrtgsunacza B MAC F W sun- HR  §8 WAP Management § User Administration @) e-Sight HPE® Official Site @) MyExams

an Manage

Configuf

St

If ya
ww 1 eduroam-W10-Stellenbosch_University.exe 202 3 084

79 3c6aa’ 483681 byodexe
ema

This
Wel(

b |
Dea

we
thol

Now
cred

Shol
helg

Back
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Step 23: Click Run

£ SmartScreen can't be reached right
now

Organize

Users > ma _ )
Check your Internet connection. Windows Defender SmartScreen is

unreachable and can't help you decide if this app is ok to run.

Publisher: GEANT Association
App: eduroam-W10-Stellenbosch_University.exe

Page 19 of 25



Step 24: Click Next

$ edurcam® installer for Stellenbosch University - x

oJ Welcome to the eduroam® installer
uroam

This installer has been prepared for Stellenbosch University,
The installer will create the following wireless profiles:
eduroam, eduroam®.

More information and comments:
EMAIL: help@sun.ac.za
TE N E T WWW: http: //infoteg.sun.ac.za/netcon/eduroam.htm

Installer created with software from the GEANT project.

~ South Africa

https://cat.eduroam.org
Next > Cancel
Step 25: Click OK
# edurcam® installer for Stellenbosch University - >
OJIII'OEI'II
# eduroam@ installer for Stellenbosch University > |

This installer will only work properly if you are a member of
Stellenbosch University.
Click OK to continue with installation.

0K Cancel

MNullsort Install System v3.04

<Back | Next> Cancel
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Step 26: Enter your credentials accordingly and click Install

X +

eduroam.org

] Nagios: mrtgsunacza 8 MAC Finder [l Sun- HR 180 WAP Management il User Administration @) e-Sight

Open network login page

I eduroam® installer for Stellenbosch University

select another
oJuroam

If you encounter problems, then you can obtain d

4 /i 2. SU! 23 /eduroam,
WWW: hpiinfoteg sun.aczainetcon/eduroam . uerwve: [N

email: help@sun.ac.za Password: s

This entry was last updated at: 2021-05-03 13:49:1€ Repeat passnord: | sesee eee |

Welcome aboard the eduroam® user community|
Your download will start shortly. In case of probl

Dear user from Stellenbosch University,

we would like to warmly welcome you among the s| l Instal Cancel ‘net access resources on

thousands of universities, research centres and other praces an uver e BUDE: A UI LIS COMPIELETY TTEE OF CHar g

Now that you have downloaded and installed a client configurator, all you need to do is find an eduroam® hotspot in your vicinity and enter your user
credentials (this is our fancy name for 'username and password' or 'personal certificate') - and be online!

Should you have any problems using this service, please always contact the helpdesk of Stellenbosch University. They will diagnose the problem and
help you out. You can reach them via the means shown above.

Back to downloads

Step 27: Click Yes

You are about to install a certificate from a certification
! , authority (CA) claiming to represent:

|
' ~ eduroam.sun.ac.za
|

Windows cannot validate that the certificate is actually from
I ‘eduroam.sun.ac.za’. You should confirm its origin by
| contacting “eduroam.sun.ac.za’, The following number will
assist you in this process:

Thumbprint (shal): BSEDSAF5 DDC23AAE B859E860 B680F645
2BD10EOD

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

; Do you want to install this certificate?

Yes No
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Step 28: Click Finish

$ eduroam @ installer for Stellenbosch University -

I Installation complete
uroam
Metwork profiles have been installed.

Your system is ready.

. South Africa

https://cat.eduroam.org

Finish
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Step 29: Click the wifi icon in the system tray = locate eduroam - click on eduroam - click
Connect

o fortissl

Cellular
Turned off

ofﬁ RegisterMe!
No Internet, open

/ff: eduroam

Secured

E Connect automatically

Connect

eduroam1
Secured

Network & Internet settings

Change settings, such as making a connection metered.

(7 e all

Airplane
Wi-Fi mode Cellular

L A m ) 7 ES’G
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Step 30: Your device will start connecting to the eduroam network and should look like the below

once done.

fortissl

Cellular
Turned off

eduroam
Connected, secured

Properties

Disconnect

eduroam’
Secured

eduroamdev
Secured

Network & Internet settings
Change settings, such as making a connection metered.

@ P all (Y
Airplane Mobile
Wi-Fi mode Cellular hotspot

Step 31: If you see an exclamation mark on the wifi icon in the system tray — Wait a few moments, it
should disappear and will look like the picture on the right.

2021/12/09
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Password Changes

Very Important

Password Changes: When your login password does change which is around every 90 days then your
device will need the new password in order to connect to Eduroam again. To do this open up the
eduroam CAT application that was installed earlier and follow steps 21 — 31 of this guide.

Page 25 of 25



